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Dear Ladies and Gentlemen, 

 

Thank you for your interest in IAV GmbH and our showcases. With the motto "We move the World - 
with technology and engineering", we are presenting primarily software-based solutions in 2022. 

As a tech solution provider, IAV not only offers the development of holistic solutions for the mobility of 
tomorrow, but also takes care of services and products throughout their entire lifecycle, for example 
in the form of regular updates. 

 
 
 

 
 

We would have been happy to meet you in person, but due to the current pandemic situation, we 
have decided on a purely digital presence. We hope you have an interesting time at the CES, 
whether on-site or digitally, and are always happy to answer any questions you may have. 

 

Your contact, 
 
 

 

Ivo Banek 

Head external Communications 

Mail: ivo.banek@iav.de 

Mob: +49 173 5709 878 

Robin Kittelmann 

Topic Specialist Vehicle 

Mail: robin.kittelmann@iav.de 

Mob: +49 172 1576 434

mailto:ivo.banek@iav.de
mailto:robin.kittelmann@iav.de
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About IAV: 

With more than 8,000 employees, IAV is one of the world’s leading engineering partners for the 
automotive industry. The company has been developing innovative concepts and technologies for 
future vehicles for more than 35 years, and in 2020 it sold around 896 million euros. Customers 
worldwide include all well-known automobile manufacturers and supplier. In addition to vehicle and 
drive development, IAV has already entered the e-mobility and autonomous driving at an early stage 
and is today one of the leading development service provider in these areas. In addition to the 
development centers in Berlin, Gifhorn and Chemnitz/Stollberg, IAV has other locations in Munich, 
Sindelfingen and Ingolstadt, as well as in Europe, Asia, North and South America. 
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1. CES: Press release 
 
IAV goes digital - virtual trade fair stand at CES 
 
IAV invites all who are interested to a virtual booth at the CES technology trade show. Due to the 
Corona pandemic, IAV, like many other exhibitors, has cancelled its participation on site in Las Vegas. 
Now the company is presenting itself online and showing its topics Cybersecurity and CarryAir in the 
digital space, on Thursday and Friday at 9 a.m. and 5 p.m. CET respectively. 
 
The virtual booth, designed by HyHyve, can be visited via this link:   
https://app.hyhyve.com/?spaceId=Fep8GTr6TW6ms8p08-gB_ 

 

At the CES from January 5 to 7, 2022 around 4,500 exhibitors will present their latest technologies 
and concepts for the future. "CES is one of the absolute event highlights of the year. It provides a 
good overview of what will be expected and moving in the near future, in the areas of mobility, 
software solutions or energy management," says Matthias Kratzsch, Chairman of the Management 
Board at IAV. "As a tech solution provider, our goal is to help shape tomorrow's mobility with the help 
of digitized and automated development methods, making it more sustainable, innovative and 
secure." 

With the following showcases, IAV illustrates this claim: 

 

Zonal Safety – Cyber Defense Systems 

Modern vehicles contain an increasing number of software from generation to generation and are 
increasingly networked. The software itself is also becoming more and more complex and must be 
safe at the same time. In order to keep the complexity manageable, IAV has developed a concept for 
zonal protection. Zonal gateways and Ethernet bring structures that enable new approaches to cyber- 
attack protection. For the purposes of illustration, the engineering team has integrated a cyber 
defense system into a commercially available vehicle. Thanks to zonal security defense mechanisms, 
not only the vehicle is protected as a whole, but also the individual control units and the functions 
stored on them have their own protection mechanisms. 

 

ACDC – Automotive Cyber Defense Center 

As vehicles are increasingly networked with each other and with their infrastructure, it is no longer 
enough to equip individual vehicles with their own security systems. Using an approach to a 
cybersecurity defense center, IAV shows what happens when a virus spreads across entire vehicle 
fleets, enters a GPS cloud, or manipulates the infrastructure. The defense center will detect and 
analyze such potential scariest scenarios and initiate countermeasures. For this purpose, it is 
constantly investigating the mentioned systems for anomalies. 

 

CarryAir – Autonomous Fuel Cell Aircraft 

The autonomous body of CarryAir will be used for inspection flights and the analysis of power paths 
and pipelines as well as for the protection of terrain areas such as factory premises. A fuel cell drive 
train guarantees a significantly increased range compared to a battery-electric powertrain. Compared 
to the helicopters used to date mainly for these missions, CarryAir will be more cost-effective in terms 
of flight execution. In addition, its fuel cell drive protects the environment 

Further information can be found at https://www.iav.com/events/ces/  

https://app.hyhyve.com/?spaceId=Fep8GTr6TW6ms8p08-gB_
https://www.iav.com/events/ces/
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2. CES Showcases: 

2.1 Zonal Security - Cyber Defense Systems 

 

Triple protection against hackers – Cybersecurity for fully interconnected vehicles 

It’s a horror scenario: Hackers cripple a manufacturer’s entire vehicle fleet through a cyberattack on 
its IT systems – with incalculable consequences for road safety. To prevent such situations from 
arising, IAV is working together with the University of Applied Sciences (HAW) in Hamburg and 
software service provider easycore GmbH from Erlangen on a new method for vehicle cyber security. 

 

Fully interconnected vehicles are the prerequisite for autonomous driving. However, new forms of 
mobility and innovative vehicle concepts also place new demands on cybersecurity. From 2022, 
therefore, specific requirements of the UN Economic Commission for Europe will apply to the 
cybersecurity of vehicles. This is because the more complex IT systems become, the more 
opportunities there are for attacks: Every new online interface that is integrated into the vehicle opens 
up a potential gateway for hackers. 

If attackers actually succeed in taking control of a vehicle, human lives could be at risk. 

 

As part of the SecVi research project, a future-oriented security system has been developed 

 

 

“If a website is hacked, then material damage occurs. But if a vehicle is attacked, personal injury is 
also possible. This is because IT security is closely linked to personnel safety”, says Professor Falk 
Langer, Team Manager Connected Systems Technology at IAV. 
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With the research project launched by IAV in 2018, “SecVi: Security for Vehicular Information” 
launched by IAV in 2018, vehicles are to be able to detect and fend off attacks at an early stage, thus 
ensuring the safety of passengers. 

 

Triple protection of interconnected vehicles 

The research project focuses on intelligent procedures for controlling, monitoring and reconfiguring 
networks in vehicles, coordinated via an Automotive Cyber Defense Center. This is intended to raise 
cybersecurity to a new level. Together with easycore GmbH and HAW, IAV has developed a 
revolutionary concept that secures interconnected vehicles on three levels using the onion-skin 
principle. “The levels of the concept must interlock seamlessly to realize comprehensive monitoring 
and targeted incident response. This allows interconnected vehicles to be protected against cyber 
attacks in the best possible way,” adds Jochen Decker, Managing Director of easycore GmbH. 

A firewall for the Controller Area Network (CAN) from easycore protects the vehicle and its control 
units as a whole. If irregularities occur, the rules of the CAN firewall are adapted so that harmful 
communication is blocked at an early stage. On the second level, HAW uses Software Defined 
Network (SDN), a new technology for vehicles. The vehicle network protects itself by means of 
intelligent modules. This is because the building blocks enable communication flows only if they 
comply with predefined network access control rules. These rules can be adapted over the runtime. 
Together with self-learning anomaly detection, attacks can be identified and prevented. 

If an anomaly is detected, specific services or even ECUs that have a vulnerability can be disabled. 
Services that are absolutely necessary for the vehicle’s functionality are then shifted to other ECUs. 
Despite a restricted range of functions, safe operation can still be guaranteed. This is facilitated by 
the third level – IAV’s Automotive Cyber Defense Center (ACDC). The first two levels always transmit 
abnormalities to the ACDC. 

„If a device reports anomalies and the ACDC detects an attack, the ACDC initiates countermeasures 
in the firewall or SDN and reconfigures the network“, says Langer. 

The ACDC collects information from the entire vehicle fleet. This makes it possible, on the one hand, 
to detect hidden attacks by correlating the fleet data and, on the other hand, to roll out preventive 
measures to protect the vehicles at an early stage. 

 

Contact person: 

Prof. Dr. Falk Langer 

Mob: +49 172 5467 326 

Mail: falk.langer@iav.de 

mailto:falk.langer@iav.de
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2.2 ACDC - Automotive Cyber Defense Center 

 

This is how IAV vaccinates vehicles against cyber viruses 

Cybersecurity is the subject of tomorrow’s mobility: Autonomous driving and the networking of 
vehicles are increasingly targeted by hackers and must be reliably protected from attacks. Together 
with easycore GmbH and the University of Applied Sciences Hamburg (HAW), IAV has developed a 
concept that secures networked vehicles.  

 

This research protects human lives: “Every new online interface that is integrated into the vehicle is a 
door for hackers who want to attack data and programs,” explains Professor Falk Langer, Team 
Manager Connected Systems Technology at IAV and Foundation Director for Connectivity and 
Services Automotive Software at the University Mittweida. The defense against cyber attacks on 
vehicles is not only about possible economic damage that can arise from extortion, recalls or image 
loss. IT-Security is a key requirement for successful innovations in the area of intelligent mobility. 

 

That is why the project partners launched the “SecVI: Security for vehicle information” research 
project in 2018, with which vehicles can detect attacks early and prevent them from being robust – 
without having to change all existing vehicle components. This makes driving with networked cars 
safer. “Vehicles are now rolling computers, all of which are connected to each other,” so Langer. 
“They are constantly online, communicating with each other and with the backend.” 

IAV combines know-how in the fields of safety and security for the safe mobility of tomorrow. 
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As in martial arts: Recognize and block attack 

The partners of the research project – IAV, easycore GmbH and the University of Applied Sciences 
Hamburg (HAW) – have developed intelligent methods for the control, monitoring and reconfiguration 
of networks in vehicles in order to protect our increasingly interconnected vehicles. The IAV-initiated 
Automotive Cyber Defense Center (ACDC) coordinates these procedures and monitors the flow of 
messages between the car and infrastructure, as well as between control units, software components 
and services (for example, navigation devices) on three levels. The first two levels always transmit 
abnormalities to the IAV ACDC. 

 

Easycore provides a firewall for the Controller Area Network (CAN) for the first level, which protects 
the vehicle and its control units and blocks faulty communication at an early stage. For the second 
step, the HAW has developed software that can protect the vehicle network thanks to intelligent 
building blocks. These building blocks enable communication flows only if they comply with the 
previously defined network access control rules. A self-learning anomaly detection completes the 
protection on a third level: Thus, attacks can be identified and prevented. The concepts of the SecVI 
project were evaluated in a demonstration vehicle. 

 

How does the Automotive Cyber Defense Center work? 

Autonomous driving is only possible if driver assistance systems use a variety of information from 
different sources. The data from the immediate environment of the vehicle must be processed with 
information from the Internet (weather, traffic, etc.) in the operating control of the car. 

 

As part of the SecVi research project, the project partners have integrated their safety systems into a conventional passenger car. 
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„OEMs are becoming the vehicle operator from the manufacturer, because the cars are almost a 
server that is always online and must be permanently protected“, says Professor Falk Langer, Team 
Manager Connected Systems Technology at IAV. 

This requires different security levels: In the control unit, in the vehicle and beyond. 

 

IAV integrates the findings developed in the SecVI project into current developments on cyber 
security monitoring and incident response, i.e. reactions to threat situations. The resulting products 
and services can be used by OEMs, smaller vehicle specialist equipment or also in agriculture. The 
ACDC is to be offered as a service: The data from the vehicle or the vehicle fleet are first recorded 
and analyzed. When a threat is detected, the response is made to ensure the safety of the individual 
vehicle as well as the safety of entire fleets. 

 

Security specialist Langer describes possible scenarios: If a car is attacked, the virus can spread to 
other vehicles through networking. Because the vehicle is networked to the ACDC, safety algorithms 
detect the anomaly. But drivers don’t have to rely on technology alone. “Our staff will then take the 
necessary countermeasure and put the car into which the virus has penetrated into a quasi- 
quarantine. This prevents transmission to other vehicles,” Langer describes the functioning of the 
ACDC. In short: Algorithms take over basic monitoring, recognize the threat situation and human 
personnel take action in the event of an emergency. The security engineers must then carry out a 
forensic analysis based on the development of an update that can be corrected. 

 

However, because the development of safety updates can take between a few days and many 
months depending on the problem, the vehicles must be protected differently in the meantime. 
“Certain services, such as the traffic information of the navigation systems, or even control unit 
functions, can be temporarily disabled. Individual online functionalities are then not available until the 
update is available,” explains Langer. “The services that are absolutely necessary for the basic 
functionality of the vehicle are transferred to other computers by means of reconfiguration and 
continue to function.” With limited functionality, the safe operation of the vehicle is thus ensured. With 
the ACDC, IAV is thus paving the way for a secure and autonomous mobility of the future. 

 

Contact person: 

Prof. Dr. Falk Langer 

Mob: +49 172 5467 326 

Mail: falk.langer@iav.de 

mailto:falk.langer@iav.de


CES Press Kit 

 

 

 

2.3 CarryAir – Autonomous Fuel Cell Aircraft 

Innovation in the air 

In future, intelligent drone systems could be able to cope with tasks that are still frequently taken over 
by helicopters. The advantage of drones is that they are quieter, cheaper and more environmentally 
friendly than their big brothers. An example of such an application is the regular checks and 
measurements of high-voltage power lines by the network operators. What is not visible from below 
during a time-intensive visit can be examined in a shorter time from an airy height. Within the 
framework of the "Raven" project, IAV is designing a smart drone and could start within six months. 

 

The drone from the engineering team led by Dr. Manus Thiel is still only "conditionally intelligent". 
The device was acquired by his team in the framework of the research project "EnerGlider", which is 
funded by the BMWi, which deals with offshore wind energy systems, in order to complete flight tests. 
"There are many fields of application in which drones with a hydrogen fuel cell drive and 
correspondingly high range can offer a decisive advantage over helicopters. Our aim is to transfer the 
findings gained in the EnerGlider project into fields of application of drones. The drone we bought is 
called "CarryAir" and serves us as an interdisciplinary research platform," says project manager 
Manus Thiel. 

 

The aircraft can easily spend over 500 kilometres in the air at a stretch. 
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CarryAir flies highly automated 

Every year, about 360,000 kilometers of power lines have to be flown by. Most high-voltage power 
lines are so-called overhead power lines, whose conductors are attached to high masts. 
Constructions on the pipes or trees that have grown too close can lead to a roll-over of the current 
from the conductor rope to the mast and possibly to damage in the substation. The metal cables 
conducting the current expand out in summer due to the heat and are more likely to hang through 
than in the cold season. The cables also swing due to wind and must not fall below the minimum 
distance to different objects. 

 

During the follow-up, the drone is to fly off the overhead line at a height of about one hundred meters 
and reconstruct the line layout using laser measurements and photos. In doing so, it also controls the 
legally prescribed minimum distances between buildings, objects and trees to the power line. The 
unmanned aerial vehicle can start vertically, does not require a runway, which makes it flexible to 
use. During the inspection flight, a person monitors the status of the missile from the ground in order 
to be able to oversteer the AI pilot in an emergency, for example, when the aircraft unexpectedly 
enters a critical flight state device. However, the person does not have to be within sight of the drone. 
"We have already designed a rescue system for an emergency. If the drone crashes, parachutes will 
be released so that nobody on the ground is put at risk," emphasizes Dr. Daniel Maurice Lancelle, 
team leader for sensor and actuator control technology at IAV. 

Once the aircraft has been flying, it transmits the data via WLAN to a computer cluster, on which the 
data is analyzed automatically. A report is sent to the customer in which all conspicuous events are 
listed and, if necessary, provided with recommendations for action. 

 

CarryAir as an interdisciplinary project 

In addition to the experience gained from the EnerGlider research project and the stratosphere 
aircraft for which IAV designed the fuel cell system on behalf of the British start-up Stratosphere 
Platforms Limited (SPL), IAV can draw on the broad know-how in the various technologies required 
to develop the unmanned aerial vehicle into a demonstrator. This variety of topics makes the concept 
an ideal lighthouse project to demand the new IAV division of Future Powertrain. 

 

According to the requirements of the intended application, the fuel cells and the drive train of the 
hydrogen aircraft can be dimensioned at IAV and integrated into the system. "The fuel cell system 
has a high energy density so that we can achieve ranges of 500 kilometers. With the simulation tools 
of our fuel cell experts around Dennis Oven, we can combine the right components to perfectly match 
the system to the respective mission, even with a focus on the durability of the components," says 
Lancelle. 

In addition, the expertise of colleagues from the field of autonomous systems and control technology 
is also included. The team led by Dr. Thimo Oehlschlaegel brings his expertise in flight guidance, 
mission planning, perimeter detection, localization and navigation. AI methods based on neural 
networks are used for the evaluation of the data. "The networks recognize trained objects and can 
thus carry out a classification of the objects in the vicinity of the overhead line. We use our computer 
vision module kit IAV²", said Dr. Dirk J. Lehmann. 

In addition, CarryAir must also be provided with the necessary interfaces so that the data arrives at 
the customer in usable form. "In addition to the integration of the system at the customer's, it is our 
concern to make the usability as simple as possible. In addition, data evaluation should be 
automated," says team leader Enrico Neumann. "With a pilot customer, we could develop the first 
demonstrator within half a year and start the first test flights." 



CES Press Kit 

 

 

 

CarryAir offers economic benefits 
 

Within six months, the drone could be upgraded to a technological demonstrator. 

In addition to the follow-up, the protection of off-road areas such as factory premises is a possible 
use case for CarryAir, as well as potential in agriculture, where drones can be used to monitor utility 
areas and produce photo and video material. 

However, regardless of the particular application, the drone has numerous advantages. It has an 
efficient and environmentally friendly drive. Their use is also more cost-effective in terms of data 
collection, flight performance and personnel. 

In addition, the collected data is more reproducible. "A highly automated control system and the use 
of high-performance sensors guarantee a data acquisition in constant and high quality. Because 
CarryAir is autonomously controlled and uses a laser, the constant detection of all data points is 
guaranteed," explains Lancelle. This in turn simplifies the evaluation of the data. "The laser sensor 
can be fully integrated into the flight object at the bottom of the device. It creates a three-dimensional 
image of the environment, regardless of the motion influences of the aircraft." 

In addition, a geocoded photo tape is created with a high-resolution camera. After the flight, 3D data 
and photos are merged and an evaluation of the data is carried out using AI methods. 

 
 

Contact person: 

Dr. Manus Thiel 

Mob: +49 172 4005 535 

Mail: manus.thiel@iav.de 

 

 
Dr. Daniel Maurice Lancelle 

Mob: +49 152 5463 4623 

Mail: Daniel.maurice.lancelle@iav.de

mailto:manus.thiel@iav.de
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3. Tech Solution Provider 
 

3.1 IAV on its way to becoming a Tech Solution Provider: Press release 

 

New target concept and more responsibility in the transition to mobility: IAV becomes a 
Tech  Solution Provider 

IAV wants to play a greater role as a partner of the mobility transition. In future the engineering 
specialist wants to use its technology know-how and its wide system and integration expertise even 
more effectively to create comprehensive and innovative solutions for customers in and outside the 
automotive industry. 

 

"The automotive industry is rediscovering itself and in this transformation our customers need strong 
partners," says Matthias Kratzsch, Chairman of the Management Board of IAV GmbH. "We want to 
take on significantly more responsibility and proactively develop optimal and cross-system solutions 
with our broad expertise in all key areas of the future." 

The ramp-up of e-mobility, the increasing importance of software and the digitalization of vehicle 
development are examples of changes that result in new requirements for vehicle manufacturers. 
They increasingly need development partners to disburden them and take over part of the new 
challenges in full ownership. 

With a deep understanding of the networked vehicle, its substructures and components, IAV is 
directed towards the new target of the tech solution provider (TSP). In doing so, Berlin’s 
technology experts use the most modern development methods and technologies, and bring the 
latter fully to series production. 

 

Turnkey solutions, new strategic perspectives 

"The role of the holistic solution provider is written all over us," said Kratzsch. "We make complexity 
and the most difficult technical challenges manageable. For example, there are only a few who can 
integrate technical solutions into vehicles at our level." 

However, the change to a Tech Solution Provider not only offers a great opportunity to take on more 
responsibility in the development business, but also opens up new strategic perspectives with new 
partners, in new countries, with new customers, new business models and a technology focus that 
also focuses on new sectors beyond mobility. 

 
 

3.2 Interview with IAV CEO Matthias Kratzsch about the target image Tech Solution Provider 

 

„Acting instead of reacting“ 

President and CEO Matthias Kratzsch explains IAV’s strategic alignment for the future and what it 
means to customers. 

 

Mr. Kratzsch, the automotive industry is experiencing great change in terms of both technologies and 
cooperation models. What challenges does this bring for your customers? 

Matthias Kratzsch: The automotive industry is facing huge challenges. The shift from conventional 

to alternative drives, the growing importance of software, the adoption of new and digital technologies 
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for vehicle development, and the rise of the automotive service world are in full swing. There have 
also been big advances in autonomous driving, with many new players entering the market from 
adjacent industries. These changes have brought a number of challenges for our customers in the 
automotive industry – and to meet those challenges, they need strong partners. In today’s highly 
competitive market environment, it’s no longer enough to offer support services according to spec. 

 

IAV CEO Matthias Kratzsch is forging ahead with IAV's development into a tech solution provider. 

 
 

How is IAV positioning itself for this future? 

Kratzsch: I think of it as “acting instead of reacting.” We realize that our customers have new needs. 
They expect us to master complexity and processes, to contribute integration expertise, and to act 
with a focus on solutions – and to do it all at high speed, of course. They need partners who can 
shoulder some of the burden today, not tomorrow, and handle parts of the new challenges 
completely on their own. So we are consistently realigning ourselves to meet the increasingly 
stringent requirements. We are adopting digital technologies and automating our development 
methods, focusing on system requirements, and taking on responsibility for entire systems. And we 
are putting a lot of effort into building on our technology expertise, flexibility, and autonomy so we can 
add even more value for our customers. The product of all of this is a new strategic focus for us as a 
company: IAV as a tech solution provider. 

 

What exactly do you mean by “tech solution provider”? 

Kratzsch: “Tech” describes our focus on the latest technologies and development methods. 
“Solution” stands for our proven ability to take technologies into series production in full. And as a 
provider, we proactively anticipate our customers’ issues and offer our own solutions. This means 
IAV is no longer exclusively a development partner in the sense of fulfilling customer requirements. 
Instead, we are harnessing our understanding of systems and our integration expertise to proactively 
create solutions for our customers’ most important and most pressing issues while also placing our 
own solutions on the market – and doing all of it much faster than is currently the case. This is a shift 
in how we view ourselves, our range of services, and the value we provide. And this realignment will 
make it possible for us to continue to do what we do best as engineers and developers now and into 
the future: seeking out and realizing creative, innovative solutions. 


