Privacy Notice

Business partners IAV Sweden

Integritetspolicy for
affarspartner

IN\\/

Privacy Notice for Business
Partners

Nedan informerar vi dig om hur vi
behandlar dina personuppgifter
("uppgifter”) i egenskap av affarspartner
eller anstalld hos en affarspartner. Med
hjalp av denna integritetspolicy kan du fa
en dverblick 6ver vilka uppgifter vi samlar
in och behandlar samt vilka rattigheter du
har nar det galler behandlingen av dina
uppgifter.

We inform you about how we process
your personal data (“Data”) as a business
partner or employee of a business
partner. This Privacy Policy is designed
to give you an overview of which Data we
collect and process and what rights you
have in relation to the processing of your
Data.

Vem ar vi och hur kan du
kontakta oss?

Vi, 1AV Automotive Engineering AB,
Pumpgatan 1, 417 55 Goteborg, ar som
personuppgiftsansvarig ansvariga for att
skydda dina uppgifter. For information
om databehandling i samband med IAV-
koncernens centrala tjanster, se nedan.

Om du har nagra fragor om
databehandling, dina rattigheter eller
denna integritetspolicy, vanligen

kontakta oss via:

Who are we and how you can
contact us?

We, IAV Automotive Engineering AB,
Pumpgatan 1, 417 55 Goteborg are
responsible for protecting your Data. For
the data processing by central IAV group
services, see below.

If you have any questions regarding the
processing of data, regarding your rights
or this Privacy Notice, contact us via

Vilka uppgifter behandlar vi och hur
far vi tillgang till dem?

Om du ar var affarspartner eller anstalld
hos en av vara affarspartners behandlar
vi de uppgifter som vi erhaller inom
ramen for var affarsrelation med dig eller
din arbetsgivare, eller som uppstar i
samband med samarbetet. Vi behandlar
féljande kategorier av uppgifter:-

o Yrkesrelaterade kontakt- och
organisationsuppgifter: sarskilt
efternamn, férnamn, titel,
akademisk grad, kon, foretag dar
du ar anstalld, féretagets namn,
avdelning, yrkestitel,

Which Data do we process and
how do we obtain the Data?

If you are our business partner or an
employee of one of our business
partners, we process the data that we
receive in the context of our business
relationship with you or your employer or
that arises from the cooperation. We
process the following categories of data:

e Professional contact and
organizational data: In
particular. Surname, first name,
title, academic degree,
gender, Company for which you
work, name of the company,
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funktion/arbetsuppgifter,
kontaktuppgifter  (yrkesrelaterad

e-postadress, adress,
telefonnummer)-

Bedomningar och
kvalifikationer: sarskilt

kvalifikationsbevis, utbildning och
fortbildning, arbetsrelaterade
beddomningar, korkortsbevis, i
forekommande fall intyg om fysisk
lamplighet;-

Arbetsrelaterade uppgifter och
Ioneuppgifter: sarskilt
information om utfort arbete,
projektdeltagande,
timredovisning, arbetsintyg,
dokumentation, bankuppgifter-

Information om erhallna
arbetsredskap: sarskilt hardvara,
passerkort, atkomstbehorigheter;-
Privata uppgifter: sarskilt
fodelsedatum, adress-

IT-anvandningsuppgifter:

uppgifter som genereras vid
anvandning av vara IT-system
och applikationer, sarskilt
loggdata, anvandar-ID, roller och

behdrigheter, inloggningstider,
datornamn, IP-adress,
anvandarspecifika installningar,

dokumentation av andringar-

Onlineuppgifter: Data som
genereras vid anvandning av vara

onlinetjanster och  l6sningar,
webbplatser och  IT-system,
sarskilt  IP-adress, platsdata,

cookiedata, data fran analys- och
sparningsverktyg, besoOkta
webbplatser, loggdata;-

Kommunikationsdata: Data som
genereras inom ramen for
kommunikationen, sasom ljud-
och bilddata, transkriptioner vid
lamnande av meddelanden-

IN\\/

department, job title,
function/activity, Tasks, contact
details (professional e-mail
address, address, telephone
number)

Assessments and
qualifications: In

particular Qualification
certificates, training and further
training, job-related assessments,
driver's license certificates, if
applicable Physical fitness
confirmations;

Activity-related data and billing
data: In particular Information on
work performed, project affiliation,
timesheets, job records,
documentation, Bank details

Information about the work
equipment received: In
particular Hardware, access
cards, access authorizations;

Private data: In particular Date of
birth, address

IT usage data: Data generated
when using our IT systems and
applications, in particular Log
data, user ID, roles and rights,
login times, computer name, IP
address, user-specific settings,
change documentation

Online data: Data arising from the
use of our online services and
solutions, websites and IT
systems, in particular IP address,
location data, cookie data, data
from analysis and tracking tools,
visited websites, log data;

Communication data: Data that
is generated in the context of
communication, such as audio
and image data, transcriptions
when leaving messages

Images/ videos, if made available
by you, are taken as part of events
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Bildupptagningar i den man du
tilhandahaller dessa, dessa tas
upp inom ramen fér evenemang
eller moten eller inom ramen for
onlinemoéten;-

Fordonsdata: fordonsdata som

eventuellt genereras [
gemensamma projekt, sarskilt
modell, marke,

registreringsnummer,
korbeteende, fordonsinstallningar,
positionsdata, video- och ljuddata
vid anvandning av fordonet-

Ovrigt: Dessutom behandlar vi
eventuellt ytterligare uppgifter
som lamnas inom ramen for
interaktionen med vara anstallda
eller sadana som vi pa tillatet satt
har samlat in om dig fran allmant
tillgangliga kallor (t.ex.
handelsregister,

kreditupplysningsforetag, Schufa,

press, publikationer) samt
dataskyddsrelaterade
forklaringar, sasom

samtyckesforklaringar till
behandling av personuppgifter.

IN\\/

or meetings or as part of online
meetings;

Vehicle data: any vehicle data
that may be generated in joint
projects, in  particular Model,
brand, license plate, driving
behavior, vehicle
settings, Position data, video and
audio data when using the vehicle

Other: In addition, we may
process further data that will be
provided within the context of
interaction with our employees or
those that we have Ilawfully
collected about you from publicly

available sources (e.g.
commercial  registers, credit
agencies, Schufa, press,

publications) and data protection
declarations, such as declarations
of consent for the processing of
personal data.

Syften och rattslig grund for
databehandlingen

Forberedelse,

genomforande och

Purposes and Legal basis for
data processing

Preparation,

execution and

avslutande av en affiarsrelation mellan

termination of a business relationship

oss och diqg eller din arbetsgivare-

Om du t.ex. pa massor eller
evenemang eller via sociala
medier lamnar dina yrkesmassiga
kontakt- och
organisationsuppgifter till oss,
lagrar vi dessa i vart CRM-system
och kontaktar dig i den omfattning
som diskuterats.-

For utvardering och wurval av
affarspartners behandlar  vi
sarskilt yrkesmassiga kontakt-

between us and you or the business

partner you work for

If, for example, you send us your
professional contact and
organizational data at trade fairs
or events or via social media, we
store this in our CRM and contact
you to the extent discussed.

For the evaluation and
preselection of business partners,
we process professional contact
and organizational data in
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och organisationsuppgifter.
Dessutom genomfor Vi
regelbundet och vid upprattandet
av nya affarsrelationer en
jamforelse med aktuella
embargolistor.-

For affarspartners vars produkter
eller tjanster, efter en intern
riskanalys, medfor en forhojd risk
med avseende pa lagen om due
diligence i leverantorskedjan,
genomférs en Adverse Media
Screening. Har behandlas namn
och fédelsedatum fér medlemmar
[ ledningen/styrelsen hos
delagarna.-

Inom ramen for hanteringen av
affarspartners behandlar  vi
sarskilt yrkesmassiga kontakt-
och organisationsuppgifter samt
verksamhetsrelaterade uppgifter.-

For allman kommunikation
(inklusive  Microsoft  Teams-
telefoni), hantering av
tjiansteavtal, projektledning och
projektdokumentation,
orderhantering, tidsplanering,
evenemangs- och
deltagarhantering, fakturering,
bokforing, inkasso, rapportering,
controlling, administration och
uppfyllande av skatterattsliga
kontroll- och
rapporteringsskyldigheter
behandlar Vi sarskilt
yrkesmassiga  kontaktuppgifter,
bedémningar och kvalifikationer,
kommunikationsuppgifter,
verksamhetsrelaterade uppgifter,
faktureringsuppgifter, information
om erhallna arbetsredskap och
ovriga uppgifter.-

Inom ramen fér det gemensamma
projektarbetet anvander Vi
databaser och applikationer dar
kontaktpersoner registreras och
anvandarkonton skapas. Har

IN\\/

particular. In addition, we conduct
regular comparisons with current
embargolists when establishing
new business relationships.

For business partners whose
products or services are subject to
an increased risk under the
Supply Chain Care Obligation Act
following an internal risk analysis,
an Adverse Media Screening is
performed. The names and dates
of birth of members of the
management board/members of
the board of directors of the
shareholders are processed.

As part of the management of
business partners, we process in
particular professional contact
and organizational data and
activity-related data.

For general communication
(including Microsoft ~ Teams
telephony), performance contract
handling, project management
and project documentation, order
management, scheduling, Event
and participant management,
billing, accounting, receivables
collection, reporting, controlling,
Administration and fulfilment of
tax-related control and reporting
obligations, we process in
particular professional contact
data, assessments and
qualifications, communication
data, activity-related data, billing
data, Information about received
work equipment and other data.

As part of our joint project work,
we use databases and
applications in which contact
persons are stored and user
accounts are  created. In
particular, we process
professional contact data, online
data, IT usage data and activity-
related data. In addition, some of
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behandlar Vi sarskilt
yrkesmassiga  kontaktuppgifter,
onlinedata, IT-anvandningsdata
och arbetsrelaterade data.
Dessutom har vissa av
applikationerna/databaserna
personregister dar anvandare kan
se varandra.-

Om du inom ramen for projekt kor
test-/prototypfordon eller andra
fordon behandlar vi, i den
projektspecifika omfattningen for
utvecklingsandamal,
yrkesmassiga kontakt-
organisationsuppgifter,
fordonsuppgifter och bildmaterial,
korkortsbevis och eventuellt intyg
om fysisk lamplighet.-

och

Vid tjansteresor for vara anstallda
inom EU maste kontaktpersoner
pa plats anges i de sa kallade
"EU-anmalningarna”. | samband
med detta lamnar vi vid behov ut
yrkesrelaterade  kontakt- och
organisationsuppgifter.-

For att forbereda och genomféra

revisioner avseende
kvalitetsledning,
informationssakerhet, dataskydd

och efterlevnad behandlar vi
sarskilt yrkesrelaterade kontakt-
och organisationsuppgifter.

Rattslig grund:-

Forberedelse och genomférande
av avtal, om du personligen ar var
affarspartner (art. 6.1 b GDPR)-

Uppfyllande av lagstadgade
skyldigheter (art. 6.1 ¢ GDPR i
forening med lagstadgade och
myndighetsmassiga krav, t.ex.
fran skatte- och handelsratten)-

Overvagande berattigade
intressen (art. 6.1 GDPR): Vart
berattigade intresse ligger i ett
fungerande och praktiskt

IN\\/

the applications / databases have
directories of people in which
users can see each other.

If you move test/prototype or other
vehicles within the scope of
projects, we process professional
contact and organizational data,
vehicle data and image recordings
of driver's license certificates and,
if necessary, for development
purposes Physical fitness
certifications.

When our employees travel on
business within the EU, local
contact persons must be specified
in the so-called "EU notifications".
In the course of this, we may
provide professional contact and
organizational data.

In order to prepare and carry out
audits on quality management,
information security, data
protection and compliance, we
process professional contact and
organizational data in particular.

Legal basis:

Contract initiation and execution if
you are in person our business
partner (Art. 6 sec. 1 lit. b GDPR)

Fulfilment of legal obligations (Art.
6 sec. 1 lit. ¢ GDPR in conjunction
with legal and administrative
requirements, e.g. from tax and
commercial law)

Prevailing legitimate interests (Art.
6 sec. 1 f GDPR): Our legitimate
interest lies in the functioning and
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samarbete med vara practicable cooperation with our
affarspartners. business partners.
For _att skapa och_ hantera Creation _and management of

besokarpass och

access authorizations to premises,

atkomstbehorigheter,
identifikation och autentisering,

buildings, test grounds as well as

issuing key cards, tokens

administration och dokumentation
av vara besokare samt utfirdande
av infarts

e och/eller parkeringsbehdrigheter
for besokares fordon behandlar vi
sarskilt yrkesrelaterade kontakt-
och organisationsuppgifter,
uppgifter om  arbetsuppgifter,
uppgifter om IT-anvandning,
bildmaterial samt 6vriga uppgifter
om den utlamnade resursen. |
forekommande fall kan vi be dig
visa upp identitetshandlingar

e Tilltrade till sarskilda lokaler kan, i
den man det ar nédvandigt, géras
beroende av att fysisk lamplighet
och/eller tillrackliga
sakerhetskunskaper foreligger.

Rattslig grund:

e Fodrberedelse och genomférande
av avtal, om du personligen ar var
affarspartner (art. 6.1 b i GDPR)

e Overvagande berattigade
intressen (art. 6.1 i GDPR): Vart
berattigade intresse ligger i att

skydda vara affars-  och
foretagshemligheter samt var
husratt genom  kontroll av

tilltradesbehdrigheterna till vara
byggnader och fastigheter

e For the creation and management
of visitor cards and access
authorizations, identification and
authentication, administration and
documentation of our Vvisitors,
issuing of entry and/or parking
authorizations for visitor vehicles,
we process in  particular
professional contact and
organizational data, activity data,
IT usage data, image recordings
and other data on the handed-
over resource. If necessary, we
will  have you show us
identification documents.

e |If necessary, entering special
premises may  be made
conditional upon the existence of
physical suitability and/or
adequate safety knowledge.

Legal basis:

e Contract initiation and execution if
you are in person our business
partner (Art. 6 sec. 1 lit. b GDPR)

e Prevailing legitimate interests (Art.
6 sec. 1 f GDPR): Our legitimate
interest lies in the protection of our
business and trade secrets and
our house rights by means of
controlling the access rights to our
buildings and premises.

IT-administration och IT-sdkerhet

e FoOr hantering av atkomst och
behorigheter till IT-system, IT-

IT administration and IT security

the administration of IT
access and

e For
system
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support, dokumentation av
andringar av information i |IT-
system samt for IT-sakerhet och
cybersakerhet (t.ex. entydig
identifiering av anvandare,
upptackt och sparning av otillatna
atkomstforsok och atkomst, drift
av ett system for hantering av
sakerhetsincidenter och
handelser) behandlar vi sarskilt
IT-anvandningsdata, onlinedata
samt yrkesmassiga kontakt- och
organisationsuppgifter.

Om du inom ramen for vart
gemensamma samarbete erhaller
en |AV-e-postadress for externa
anvandare fran oss, behandlar vi
ditt namn, din IAV-e-postadress
och dina IT-anvandningsdata for
att skicka autentiska phishing-
simuleringar. Utvarderingen av
phishing-simuleringarna sker inte
pa personlig basis.

Om du har atkomst till en eller
flera 1AV-applikationer hittar du
mer information om de IAV-
applikationer som innebar sarskilt
omfattande databehandling i
integritetspolicyn for respektive
IAV-applikation.

Rattslig grund:

Overvagande berattigade
intressen (art. 6.1 i GDPR): Vart
berattigade intresse ligger i att
sakerstalla  sakerheten  och
integriteten hos de IT-system som
anvands, att atgarda storningar,
att spara otillaten atkomst och
atkomstférsok samt att fullgéra
vara skyldigheter inom
datasakerhetsomradet.

authorizations, IT support, proof of
changes in information in IT
systems, and for the purposes of
IT security and cybersecurity (e.g.
clear identification of users,
detection and tracking of
unauthorized access attempts
and accesses, operation of a
security incident and event
management system), we
process in particular IT usage
data, online data and professional
contact and organizational data.

If you receive an IAV external
email address from us as part of
the joint collaboration, we will
process your name, |AV email
address and IT usage data to
send authentic phishing
simulations. The evaluation of the
phishing simulations is not
personal.

If you have access to one or more
IAV applications, you can find
more information about the IAV
applications  with  particularly
extensive data processing in the
privacy notices for the respective
IAV application.

Legal Basis:

Legitimate interests (Art. 6 (1)
GDPR): Our legitimate interest
lies in ensuring the security and
integrity of the IT systems used,
the elimination of faults, the
tracking of unauthorized access
and access attempts and the
fulfillment of our obligations in the

area of data security.More
detailed information on the
cookies set and other

technologies we provide below in
this section.
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Att varna om och forsvara vara Maintain and defend our rights and

rattigheter samt lamna ut uppgifter disclose them

in the context of

inom ramen for myndighets-

och

requlatory/judicial action

rattsliga atgarder

For att utova och havda rattigheter
och ansprak, lamna ut uppgifter
inom ramen for nationella,
europeiska eller icke-europeiska
myndighets- och rattsliga atgarder
i syfte att samla in bevis, bedriva
brottsbekampning, genomfoéra
interna utredningar, inom ramen
for rattsligt forsvar, forberedelse
av framstallning av fordringar och

verkstallande av civilrattsliga
ansprak, hantering av
forfragningar fran berérda

personer enligt GDPR behandlar
vi sarskilt yrkesrelaterade kontakt-

och organisationsuppgifter,
uppgifter om
anstallningsférhallanden, IT-

anvandningsuppgifter,
onlineuppgifter, foton, information
om erhallna arbetsredskap,
fordonsuppgifter och  oOvriga
uppgifter som kan bidra till att
klarlagga sakfoérhallandena.

Rattslig grund:

Uppfyllande av  lagstadgade
skyldigheter (artikel 6.1 c i GDPR
i kombination med lagstadgade
eller myndighetsforeskrifter)-

Overvagande beréattigade
intressen (artikel 6.1 i GDPR):
Vart berattigade intresse ligger i
att géra gallande och férsvara
vara rattigheter samt att uppfylla

For the exercise and assertion of
rights and claims, disclosure
within the framework of national,
European or  non-European
official/judicial measures for the
purposes of gathering evidence,
prosecution, for the conduct of
internal investigations, in the
context of legal defense,
preparation of the assertion of
claims and enforcement of civil
law claims, In accordance with the
GDPR, we process in particular
professional contact and
organizational data, data on
professional relationships, IT
usage data, online data, photos,
information about received work
equipment, vehicle data and other
data relating to the facts

Legal basis:

Fulfilment of legal obligations
(Art. 6 (1 ¢c) GDPR in conjunction
with legal or official requirements)

Overriding legitimate interests
(Art. 6 (1) GDPR): Our legitimate
interest lies in the assertion and
defense of our rights and the
fulfilment of legal and official
requirements.

lagstadgade och
myndighetsforeskrifter.
Direktmarknadsforing, forsaljning, Direct marketing, sales,
kommunikation communications
o FoOr forsaljnings- och e For sales and communication

kommunikationsatgarder,

measures, conducting surveys,
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genomfdrande enkater,
marknadsanalyser, information
om vara kompetenser och projekt,
direktkontakt i forsaljningssyfte
samt for utskick av inbjudningar till
evenemang och julhalsningar
behandlar vi  sarskilt dina
yrkesmassiga kontaktuppgifter.

av

Rattslig grund:-
e Samtycke (art. 6.1 a i GDPR)-

e Overvagande berattigade
intressen (art. 6.1 f i GDPR): Vart
berattigade intresse ligger i att
optimera vara affarsprocesser och
starka relationerna med vara
affarspartners, samt att etablera
nya affarsrelationer och darmed
starka IAV ekonomiskt.

IN\\/

market analyzes, for information
about our competencies and
projects, direct contact for sales
purposes, as well as for sending
event invitations and Christmas

greetings, we process your
professional contact details in
particular.

Legal basis:

e Consent (Art. 6 (1) (a) GDPR)

e Overriding legitimate interests
(Art. 6 para. 1 f GDPR): Our
legitimate interest lies in the
optimization of our business

processes and the retention of our
business partners, as well as the
initiation of new  business
relationships and thus the
economic strengthening of 1AV.

Hur lange lagras dina uppgifter?

Vi lagrar dina uppgifter sa lange som vi
behover dem for det specifika
behandlingsandamalet. Vanligtvis lagrar
vi dina uppgifter atminstone under den tid
som var affarsrelation med dig eller den
affarspartner som du arbetar for varar.

Dessutom lagrar vi vissa uppgifter under
den tid som galler enligt lagstadgade
preskriptionstider (i regel 3 ar, i enskilda
fall upp till 30 ar) och sa lange som
lagstadgade bevarandefrister (t.ex. enligt
handelslagen eller skattelagen)
foreskriver (i regel hogst 10 ar).

Under vissa omstandigheter maste dina
uppgifter ocksa sparas langre, t.ex. om
ett forbud mot radering av uppgifter
utfardas for forfarandets varaktighet i

samband med ett myndighets- eller
rattsligt forfarande, eller om
dokumentation om t.ex.

konstruktionsfasen for vara produkter
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How long are your data stored?

We store your Data as long as we need
it for the specific processing purpose. We
regularly store your Data for at least the
duration of the business relationship with
you or the business partner you work for.

In addition, we store certain Data for the
duration of statutory limitation periods
(usually 3 years, in individual cases up to
30 years) and as long as statutory
retention periods (e.g. from the German
Commercial Code, the Tax Code)
stipulate (generally a maximum of 10
years).

Under certain circumstances, your Data
must also be retained for a longer period
of time, e.g. if, in connection with an
administrative or judicial procedure, a
prohibition of data dele-tion is ordered for
the duration of the procedure or in case
of documents concerning, for example,
the construction phase of our products
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maste sparas langre
produktansvarsrattsliga skal.

av

IN\\/

must be retained for a longer period of
time due to product liability reasons.

V. Vem far tillgang till dina

uppgifter?

Enheter inom IAV Inom

IAV har endast de enheter tillgang till
dina uppgifter som behdver dem for de
beskrivha andamalen

V. Who receives your Data?

Departments within IAV

Within IAV, access to your Data is shared
according to need-to-know with the
necessary departments / persons.

Andra foretag i IAV-koncernen

Inom IAV-koncernen
tillhandahalls/tillhandahalls vissa tjanster
centralt av IAV GmbH
Ingenieurgesellschaft Auto und Verkehr,
Carnotstr. 1, 10587 Berlin ("IAV GmbH”)
for alla foretag i IAV-koncernen.

Detta galler sarskilt féljande tjanster:-

e Drift av webbplatsen,- Customer
Relations Management,

e Consulting, Controlling,
¢ Monitoring, Forecasting,

e Juridik, Compliance, Dataskydd,
Sakerhet-

e Riskhantering, Foretagssakerhet,
Revisionshantering,
Internrevision,-

e tillhandahallande av IT-
infrastruktur, IT-applikationer och
IT-tjanster-

e anlaggnings- och kortutgivning

e kommunikation-
forsaljning
foretagsutveckling.

For detta andamal behandlar IAV GmbH
personuppgifter.

projektledning-
och

Dessutom sker en nddvandig
databehandling aven genom andra bolag
inom  IAV-koncernen, sarskilt vid

Other companies in the IAV Group
Within the IAV Group, certain services
are provided centrally by IAV GmbH
Ingenieurgesellschaft Auto und Verkehr,
Carnotstr. 1, 10587 Berlin ("IAV GmbH")
provided/made  available for all
companies of the IAV Group.

This applies in particular to the following
services:

e Operation of the website,

e Customer Relations
Management,
e Consulting, Controlling,

Monitoring, Forecasting,

e Law, Compliance, Data
Protection, Security

e Risk management, Corporate
security, audit management,
internal audit,

e Provide IT infrastructure, IT

applications, and IT service
e Facility and hand-out of cards
e Communication
¢ Project management
e Sales and business development.

For these purposes, IAV GmbH
processes personal data.
In addition, data processing to the

required extent is also carried out by
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gemensamma projekt och inom ramen
for kundrelationshantering. | samband
med detta sker datadverforingar i form av
fjarratkomst av anstallda vid |AV:s
dotterbolag till det respektive land dar
dotterbolaget ar etablerat (EU-lander:
Polen, Frankrike, Sverig; Tyskland: USA,
Kina, Brasilien, Sydkorea, Japan,
Marocko, Indien, Mexiko). Med
avseende pa gemensam anvandning av
IT-infrastruktur,  tjanster och IT-
applikationer samt samarbete i projekt

har vi inom |AV-koncernen ingatt
dataskyddsavtal med anvandning av
Europeiska kommissionens

standardklausuler for dataskydd. Pa sa
satt kan vi avtalsmassigt sakerstalla att
det inom IAV-koncernen rader en
jamforbar dataskyddsniva.

other companies of the IAV Group, in
particular in the case of joint projects and
within the framework of customer
relationship management. In this case,
data is transmitted remotely by the
employees of the IAV subsidiaries to the
respective country in which the
subsidiary is located (EU countries:
Poland, France, Sweden; non-EU: USA,
China, Brazil, South Korea, Japan,
Morocco, India, Mexico). With regard to
the sharing of IT infrastructure, services
and IT applications as well as
cooperation in projects, we have
concluded data protection contracts
within the IAV Group using the standard
data protection clauses of the European
Commission. In this way, we can
contractually ensure that there is a
comparable level of data protection
within the IAV Group.

Tjansteleverantorer som stoder
oss

Vi overfor  dina uppgifter till
tjansteleverantorer som stoder oss, t.ex.
inom omradena-

e |IT, IT-tjanster,-

e post och telekommunikation,

e radgivning, juridisk radgivning,
¢ regelefterlevnad och dataskydd,
e forsaljning och marknadsféring,

e drift och underhall av vara
webbplatser-

e kommunikation, t.ex. via vart
chattformular och  kundtjanst

(telefon och e-post).

Dessa tjansteleverantorer ar avtalsenligt
skyldiga att folja dataskyddskraven och
att iaktta sekretess. Tjansteleverantorer
som ar personuppgiftsbitraden har
undertecknat ett motsvarande avtal som

Service providers that support us

We transmit your Data to our service
providers, e.g. in the fields of

e |T services,

e Post and telecommunications,

e Advice, legal advice,

e Compliance and data protection,

¢ Distribution and advertising,

e Operation and maintenance of our
websites,

¢ as well as communication, e.g. via
our chat form and customer
service (telephone and e-mail).

These service providers are contractually
obliged to maintain confidentiality and
fulfill the requirements under data
protection law. Service providers that are
processors have signed a corresponding
contract, which guarantees that Data will
be processed strictly according to our
instructions.
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sakerstaller att  uppgifter  endast
behandlas strikt enligt vara anvisningar.

IN\\/

Ytterligare mottagare

Inom ramen for projektarbetet 6verfor vi
vid behov aven uppgifter till affarspartner,
samarbetspartner eller projektpartner
utanfor IAV-koncernen, t.ex. hogskolor
eller andra foretag (t.ex. kunder,
tjiansteleverantorer). Dessutom dverfor vi
dina uppgifter till nationella, europeiska
eller icke-europeiska myndigheter (t.ex.

skattemyndigheter, polis,
aklagarmyndighet,

socialférsakringsmyndigheter) eller
domstolar inom ramen for deras
respektive behorigheter, om vi ar

skyldiga att gora detta enligt lag eller pa
grund av ett beslut. Aven i dessa fall
overfor vi dina uppgifter endast i den
utstrackning som ar ndédvandig for
respektive andamail.

Other recipients

As part of the project work, we may also
transfer data to business partners,
cooperation partners or project partners
outside the IAV Group, e.g. universities
or other companies (e.g. customers,
service providers).

In addition, we will transfer your data to
national, European or non-European
authorities (e.g. tax authorities, police,
public prosecutor's office, social security
institutions) or courts within the scope of
their respective competences, if we are
required to do so by law or order.

In these cases, too, we will only transfer
your data to the extent necessary for the
respective purposes.

Finns det en skyldighet att
tillhandahalla uppgifter?

| den man vi behdver uppgifter i samband
med genomférandet/hanteringen av
affarsrelationen och uppfyllandet av
lagstadgade skyldigheter inom ramen for
projekt, ar du skyldig att tillhandahalla
dessa.

Do you have an obligation to
provide any Data?

As far as we need Data in connection
with the execution/handling of the
business relationship as well as the
projects, you are obliged to make them
available, as otherwise we are not able to
provide the services owed by us.

Overfors till  ett

tredjeland?

uppgifter

Vi stravar efter att undvika dverfoéring av
dina uppgifter till ett tredjeland, dvs. ett
land utanfér EU eller EES.

Om en overfoéring anda skulle ske, t.ex.
eftersom en affarspartner har sitt sate i
ett tredjeland eller ett annat IAV-bolag ar
inblandat, ser vi till att antingen en
tillracklig dataskyddsniva erkanns i
tredjelandet, att en Overforing till
tredjeland i undantagsfall ar tillaten (art.

Are data transferred to third
countries?

We try to avoid transferring your data to
a third country, i.e. a country outside the
EU or the EEA.

Should a transfer nevertheless take
place, e.g. because a business partner
has its registered office in a third country
or another |AV company is involved, take
care that either a sufficient level of data
protection is recognized in the third
country, a third country transfer is
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49 i GDPR) eller att lampliga garantier
(t.ex. ingaende av dataskyddsavtal och
riskbedomning av datadverféringen)
garanterar ett adekvat skydd av dina
uppgifter.

En kopia av dessa garantier
tillhandahalls pa begéaran. Vanligen
kontakta var dataskyddsombud for detta.

IN\\/

exceptionally permissible in individual
cases (Art. 49 GDPR) or appropriate
guarantees (e.g. conclusion of data
protection contracts and risk assessment
of data transfer) ensure adequate
protection of your data.

A copy of these guarantees will be
provided upon request. Please contact
our data protection officer.

Vilka rattigheter har du och hur
kan du utova dem?

Aterkallande av samtycke

Du kan ndr som helst aterkalla
samtycke som du har gett oss till
behandling av dina uppgifter med
verkan for framtiden. Observera att
aterkallandet inte paverkar
lagligheten av den hittillsvarande
databehandlingen och att det inte
omfattar sadan databehandling fér
vilken det finns en laglig grund och
som darfér far behandlas dven utan
ditt samtycke.

Ytterligare for den

registrerade

rattigheter

Dessutom har du enligt artiklarna 15 till
21 och 77 i GDPR féljande rattigheter
som registrerad, forutsatt att de lagliga
kraven ar uppfyllda. For att utéva dessa
rattigheter, vanligen kontakta

Ratt till information:

Du kan nar som helst begara att vi
informerar dig om vilka av dina uppgifter
vi behandlar och hur, samt att vi
tillhandahaller en kopia av de uppgifter
som lagrats om dig, artikel 15 i GDPR.
Observera att ytterligare kopior av de
uppgifter som lagrats om dig kan
medféra en avgift.

Rattelse:
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What rights do you have and
how can you exercise these?

Withdrawal of consent

You can withdraw any consent you have
granted to the processing of your Data at
any time and with effect for the future.
Please note that the withdrawal will have
no impact on the legality of the previous
data processing and that it does not
extend to such data processing for which
statutory authorisation exists and which
can therefore be performed without your
consent.

Other rights of data subjects

According to Art. 15 to 21 and 77 GDPR
and if the conditions are met, you are
furthermore entitled to the following
rights. To assert your rights, please
contact:

Access:

You can at any time demand provision of
information on the Data of yours that we
process and demand a copy of the Data
stored on you, Art. 15 GDPR. Please
note that further copies of the Data stored
on you may be subject to a charge.

Correction:
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Du kan begara rattelse av felaktiga
uppgifter samt  komplettering av
ofullstandiga uppgifter, art. 16 i GDPR.

Radering:

Angaende radering av dina uppgifter:
Observera att uppgifter som vi behdver
for att inga och fullgéra avtal samt for att
gbra gallande, utéva och forsvara
rattsliga ansprak, liksom uppgifter for

vilka det foreligger lagstadgade,
tillsynsrattsliga eller avtalsenliga
bevaringsskyldigheter, undantas fran

radering, art. 17 i GDPR.

Begransning av behandlingen:

Du kan under vissa omstandigheter
begara begransning av behandlingen,
t.ex. om du anser att dina uppgifter ar
felaktiga, om behandlingen ar olaglig
eller om du har invant mot
databehandlingen. Detta innebar att dina
uppgifter utan ditt samtycke endast far
behandlas [ mycket  begransad
utstrackning, t.ex. for att gora gallande,
utdva och forsvara rattsliga ansprak eller
for att skydda andra fysiska och juridiska
personers rattigheter, artikel 18 i GDPR.

Invandning mot databehandlingen:

Du har mdéjlighet att ndr som helst
invdnda mot databehandlingen fér
direktmarknadsféringsdandamal.
Dessutom kan du, om sarskilda skaél
foreligger, ndr som helst invanda mot
databehandling som sker pa grundval
av ett beriéttigat intresse, art. 21 i
GDPR.

Dataportabilitet:

Du har ratt att erhalla de uppgifter som
du har tillhandahallit oss och som vi
behandlar pa grundval av ditt samtycke
eller for att fullgora avtalet, i ett vanligt,
maskinlasbart format, samt att inom
ramen for vad som ar tekniskt mojligt
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You can demand the correction of
incorrect Data as well as the completion
of incomplete Data according to Art. 16
GDPR.

Erasure:

You can demand the erasure of your
Data. Please note that the erasure does
not include Data required for the
execution and processing of contracts
and to assert, exercise and defend
against legal claims as well as Data for
which  statutory, supervisory  or
contractual retention obligations exist,
Art. 17 GDPR.

Restriction of processing:

You can under certain circumstances
demand the restriction of the processing,
e.g. if you believe that your Data is
incorrect, if the processing is illegal or
you have raised a complaint about the
data processing. This will mean that
without your consent your Data may only
be processed in a very restricted way,
e.g. to assert, exercise or defend against
legal claims or to protect the rights of
other natural or legal entities, Art. 18
GDPR.

Objection to the data processing:

You have the option to object to the
data processing for direct advertising
purposes at any time. In addition, you
can object at any time to data
processing performed on the basis of
a legitimate interest if there is
particular reason for doing so, Article
21 GDPR.

Data portability:

You have the right to receive the Data
provided by you, which was processed
based on your consent or in order to fulfill
a contract, in a structured, commonly
used and machine-readable format and
the right to demand a direct transfer of
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begara en direkt Overforing av dessa
uppgifter till tredje part, artikel 20 i GDPR.

Ratt att lamna in klagomal till en
tillsynsmyndighet

Om du t.ex. anser att var databehandling
ar olaglig eller att vi inte har beviljat de
ovan beskrivna rattigheterna i nodvandig
utstrackning, har du ratt att ldamna in ett
klagomal till den behdriga
dataskyddsmyndigheten.

IN\\/

this Data to third parties within the realms
of what is technically possible, Article 20
GDPR.

Right to appeal to the competent data
protection supervisory authority

If you, for example, consider that the
processing of your Data is illegal or that
your rights described above are not
granted to you to the required extent, you
have the right to file a complaint to the
competent data protection supervisory
authority.

Status: juni 2026

Last revision: June 2026
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